be3onacHoe nmoBeaeHue M HCMOJIL30BAHUE
cetu UHTEpHET

JlokasibHBIE HOpPMATUBHBIE aKThI B chepe obecrnieueHust UHOOPMALIMOHHON 0€30MacCHOCTH
o0yJaronuxcsi.

HopmartuBHOE perynupoBaHue.
[legarornyeckum pabOTHHKAM.

OO0vyarommMmcest.

Ponurensim (3aKOHHBIM MPEICTABUTENSM O0YYAIOIIUXCS).

JleTckrie Oe30MacHbIC CaNThI.

ITamaATKa 1J1 00y4aromuxcs 00
UH(OPMALMOHHOU 0€30IIACHOCTH JeTel

HEJIB34

1. Bcem mojpsizt coodmaTh CBOKO 4acTHYIO HH(DOPMAIUIO (HACTOSIIINE UMsI, (DaMUIIHIO,
TesedoH, ajipec, HOMEp LIKOJIbI, a Tak:Ke (GoTorpaduu CBOU, CBOCH CeMbH U JIpy3ei);

2. OTKpBIBaTI: BJIOKCHHBIC (1)3171.]'1}»1 SHGKTPOHHOﬁ IMOYTHI, KOTAa HE 3HACHIb OTIIPABUTCIISA,
3. r py6I/ITI>, NpUANPATHCA, OKA3bIBATh AABJICHUC — BECTU ce0st HEBSXKITUBO U arpeCCUBHO;

4. He pacnopsbkaiicst IeHbraMH TBOEH ceMbH 0€3 pa3pelieHusl CTaplinX - BCeraa
CIIpalllvBail poAMTENEH;

5. He Bcrpeuaiics ¢ UHTepHET-3HAKOMBIMH B peaibHON ’KU3HH - TIOCOBETYICS CO
B3pPOCJIBIM, KOTOPOMY JIOBEPSICIIb.

OCTOPOXHO

1. He Bce numryt npaay. Yuraems o cebe Henpapy B IHTepHETE — cO00IIN 00 ATOM
CBOMM POJIUTEIISIM WIIM ONIEKYHaM;

2. IlpurnamaroT nepenuchIBaThCs, UrpaTh, OOMEHUBATHCS - IPOBEPH, HET JIM MOABOXA;
3. Hesakonnoe konupoanue ¢aiiio B lHTEepHETE - BOPOBCTBO;
4. Bcerna pacckasbpiBaii B3pOCIBIM O IIPOOJIeMax B CETH - OHU BCErla IIOMOI'YT;

5. HCHOJ’IBByﬁ HaCTpOfIKPI 0e30MacHOCTH U NOPpUBATHOCTH, YTOOBI HE MOTEePATHL CBOU
AKKAaYHTBI B COOHUAJIBHBIX CCTAX U APYTUX IMMOPTaIax.


https://gimnazia3.educhr.ru/index.php?component=custom_pages&msg=3&page_id=10494

MO’KHO
1. VYBaxkaii Apyrux mojib30BaTeNCH;
2. llonb3yembest IHTEpHET-MCTOYHUKOM - JIeail CCBUIKY Ha HETO;
3. OTKpbIBail TOJIBKO T€ CCBHUIKH, B KOTOPBIX YBEPEH;

4, O6HIaTI>C$I 3a IOMOLIBIO B3POCIIbIM - POAUTEIIN, OINICKYHbI U aIMUHUCTPALIUA CalToB
BCCrJa rnoMoryrT,;

5. Tlpoiinu obydenne Ha caiite «CeTeBUYIOK» U MOIYUH MACTIOPT IIU(PPOBOTO rpaxkaaHrHa!

NudopmManmoHHas maMATKA 11
00yYaKoIIUXCs

C KaXKIbIM T'OJIOM MOJIOJISKH B UHTEPHETE CTAHOBHUTHLCS OOJIBIIIE, A IIKOJIBHUKHU OJTHH U3
CaMbIX aKTUBHBIX MOJIb30BaTENEH HHTEpHETAa. Mekay TeM, TOMUMO OTPOMHOT0 KOJIMYECTBa
BO3MOXKHOCTEH, MHTEpHET HeceT U MpoOaeMbl. JTa MaMATKa J0JDKHA ITIOMOYb Tebe 0e30IacHo
HaXOANTHCS B CETH.

Komnbiorepubie BUpychI

KomrmbroTepHslii BUPYC - 3TO Pa3HOBUAHOCTH KOMITBIOTEPHBIX ITPOTPAMM, OTINYUTEIBHOW 0COOEHHOCTHIO
KOTOPOI1 ABIISETCSA CIIOCOOHOCTH K Pa3MHOKEHHUIO. B TomoHeHne K 3TOMY, BUPYCHI MOT'YT MOBPEIUTh HIIN
MOJTHOCTBIO YHHUYTOXKUTH BCe (Daiiibl U JaHHBIE, TOJAKOHTPOJIBHBIC TTOJIB30BATENI0, OT UMEHH KOTOPOTO OblIa
3amynieHa 3apakEéHHas IporpaMMa, a TakkKe MOBPEIUTh WIH JaXKe YHUYTOKUTH ONEPAIHOHHYIO CHCTEMY CO BCEMHU
(atinamu B 1iesiom. B GosIbIIMHCTBE CiTydaeB pacpoOCTPaHSAIOTCS BUPYCHl Uepe3 HHTEPHET.

Memoobl 3auiumut om 6pedOHOCHBIX RPOZPAMM:

1. Hcnone3yii cOBpeMEHHBIE OTIEPAIIOHHBIC CUCTEMBI, UMEIOLINE CePbE3HBII YPOBEHD
3aIUTHI OT BPETOHOCHBIX IPOTPAMM;

2. TocrostHHO ycTaHaBIUBAall MouTH (II(POBBIC 3aILIATKH, KOTOPbIC aBTOMATHYCCKU
YCTaHABJIMBAIOTCS C IEIBIO JJOPAOOTKH IPOTrPaMMBbI) H APYTrUe OOHOBIICHHS CBOCH
OIepanroHHOM cucteMbl. CKaurBal MX TOJIBKO C O(UIMATBHOTO caiiTa pa3paboTunka
OC. Ecnu cymecTByeT peskuM aBTOMAaTHYECKOTO OOHOBIIEHUSI, BKITIOUH €T0;

3. Paboraii Ha cBOEM KOMIBIOTEPE IO MTpaBaMU MOJIbL30BATECJI, 4 HE aIMUHUCTPATOPA.
DTO HE MO3BOJIUT 60J'ILIIII/IHCTBy BPEJOHOCHBIX NPOrpaMM MHCTAJUIMPOBATLCA HaA
TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE,

4. Vcrnonp3yii aHTUBUPYCHBIE IPOTPAMMHBIC ITPOAYKTHI H3BECTHBIX MPOU3BOIMUTEINCH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0as3;

5. OrpaHPIqI) (bHBHQCCKHﬁ JA0CTYIl K KOMITBIOTEPY AJId MOCTOPOHHUX JIMIL;

6. Mcnosp3yii BHEIIHME HOCUTEIH HHGOPMAIINH, TaKKe Kak (uIeIIKa, AUCK Win dailn u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB,



7. He oTkpbiBail KOMIBIOTEPHBIE (aiiiIbl, MOTYUYCHHBIC U3 HEHAAEKHBIX HCTOYHHKOB.
Jaxe Te (aiinbl, KOTOpbIE MTpUCIIall TBOH 3HaKOMBII. Jlydlie yTounu y Hero,
OTIIPABIISI JIH OH TeOe HX.

Ceru W1-FI

Wi-Fi - 3T0 He BUI TIepe/iau JaHHBIX, HE TEXHOJOTHS, a BCETO JIMIIEL OpeH, Mapka. Emre
B 1991 roxy Hunepnanackas koMmmanus 3apeructpuponaina o6pean «WECAy, aTto o603HagaII0
cnoBocouetanue «Wireless Fidelity», koTopslit mepeBoanTCS Kak «OeCpoBOIHAS TOYHOCTD.

o Hamrero BpeMeHH JolnIa Apyras abOpeBraTypa, KOTopas sSBIISETCS TaKOH JKe
TexHOJIOTHEH. DTO ab6peBuarypa «Wi-Fiy. Takoe HazBaHHe OBIIO JaHO C HAMEKOM Ha CTaHIApT
BBICIIIHI 3BYKOBO# TexHUKH Hi-Fi, uTo B mepeBoie 03HauaeT «BBICOKAs TOYHOCTDY.

Ja, 6ecrutaTHBIN HHTEPHET-IOCTYTI B Kade, OTEISIX M adPOTIopTax SBISICTCS OTIINIHON
BO3MOYKHOCTBIO BBIXOJIa B MHTepHET. Ho MHOTHE 3KCIepThl cYuTaloT, uyTo obimenoctynusie Wi-Fi cetn He sBisitoTCs
0e30MacHBIMH.

Cosemul no bezonacnocmu pavome 6 oougedocmynnoix cemsx \Wi-fi:

1. He nepenasaii cBoro nuuHyio uHpopMaIuio yepe3 obuenoctynubie Wi-Fi cetn.
Pa60Ta>1 B HUX, KCJIATCJIbHO HC BBOAUTH MAapOJIn JOCTYIIa, JJOTUHBI U KAKHUC-TO
HOMEDa,;

2. UVcnonb3yi n 0OHOBIISIH aHTUBHPYCHBIE IIPOrpaMMBbl 1 Opanaaysep. Tem caMbiM Thl
obe3onacuinb cedst OT 3aKa4yKU BUPyca Ha TBOE YCTPOKCTBO;

3. TIpu ucnonezoanuu Wi-Fi otkmroun ¢pyuknumio «O0mmuit noctyn K daiinam u
npuHTepam». JlaHHas yHKIMS 3aKphITa 10 YMOJIYaHHIO, O/IHAKO HEKOTOPBIE
HOJIB30BATEIIN aKTUBUPYIOT €€ JUIsl yIo0CTBa HCIOJIb30BaHUs B paboTe HiH yuede;

4. He ucnone3yit myomuunsiii WI-FI s nepegayun THYHBIX JTaHHBIX, HAIPUMED IS
BBIX0/1a B COLIMAJILHBIE CETH WIIN B HJIEKTPOHHYIO TTOUTY;

5.  Hcnomnp3yit Tonbko 3amuiieHHoe coennaerne uepe3 HTTPS, a ue HTTP, T.e. mpu
Habope Beb-aapeca BBOAM UMEHHO «https://»;

6. B moOuibHOM Tenedone otkimoun Gpyukimio «loaxmouenue k Wi-Fi
aBToMaruyeckny. He pomyckaii aBTOMaTHYECKOTO MOAKIIOYEHHS YCTPOHCTBA K CETSIM
Wi-Fi 6e3 TBoero cormnacus.

ConunajabHbie ceTH

CoruanbHbIe CeTH aKTUBHO BXOJST B HAITY KH3Hb, MHOTHE JIFOM pa0OTAIOT U KUBYT
TaMm MOCTOsHHO, a B Facebook yKe 3aperucTpUpOBaH MUJIJTUAP/L YEIOBEK, YTO SABJISIETCS OJTHOM
CEe/IEMOIT BCEX KUTEJICH IIIaHeThl. MHOTHE MOJIb30BATEIH HE TIOHUMAIOT, YTO HH()OPMAITHS,
pa3MelleHHAs UMH B COITHANIBHBIX CETSIX, MOKET OBITh HalJIcHa U HCIIOJIh30BaHA KEM YTOIHO, B
TOM YHCJIe HE 003aTENbHO ¢ OJIaruMi HaMepeHHSIMH.

OcHogHble cosembl nO 0e30NACHOCHU 6 COUUAIbHBIX cemAax.:

1. OrpaHnyb CIIUCOK Apy3ei. Y Teds B APY3bsIX HE JOIDKHO OBITH CITyYaiHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amuInai cBoo 4acTHYIO *u3Hb. He ykaspiBait maposm, TenedoHsl, ajapeca, 1aTy
TBOETO POXKICHUS U APYTYIO INIHYIO HHOOPMAITHIO. 3MTOYMBIIIIICHHUKHA MOTYT
MCTIONB30BaTh Jake MH(POPMAITHIO O TOM, KaK ThI M TBOM POJUTENH IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;



3. 3ammmaii CBOIO peryTammio - IepKU e B YUCTOTE M 3aj1aBaii cebe BOIpoc: X0Tel Obl
TBI, YTOOBI APYTHE M0JIB30BATEIN BUJICIIH, UTO ThI 3arpyxaenib? [loxymaii, mpesxie
YeM YTO-TO OITyOJIMKOBATh, HAMMHCATH U 3aTPy3HTh;

4. Ecau TbI TOBOPHIIB C JIIOJIbMH, KOTOPBIX HE 3HACIb, HE UCTIONIB3YH CBOE PealbHOE
UM ¥ IPYTYIO JINUHYIO MH(POPMAIMN: UMs1, MECTO YKUTEIbCTBA, MECTO y4eObl U
npoyee;

5. W36eraii pazmemenus ¢potorpaduii B IHTEpHETE, T/IE THI H300pa’keH Ha MECTHOCTH,

1o KOTOpOﬁ MOXXHO OIIPEACINTb TBOC MCCTOIIOJIOKCHHC,

6.  Ilpu perucTpannu B COIMANBLHON CETH HEOOXOINMO HCIOIB30BAThH CI0KHBIE TAPOIIH,
cocTosiIye U3 OYKB U (P U C KOJINYECTBOM 3HAKOB HE MEHee §;

7. Jist conpanbpHO ceTH, TTOYTHl U APYTHUX CAHTOB HEOOXOANMO HCTIONB30BaTh pa3HbIe
naposu. Torza eciu Te0s B3IIOMAIOT, TO 3JI0YMBIIUICHHUKH MTOJIY9aT JOCTYII TOIBKO
K OJTHOMY MECTY, a HE BO BCE CPa3y.

DJIeKTPOHHBIE JeHbI'H

DJNEeKTPOHHBIE IEHBI'M — 3TO OYEHb YA0OHBIN CMIOCO0 MiIaTexe, OJHAKO CYIIECTBYIOT
MOIIEHHHUKH, KOTOPBIE XOTST MOIYyYUTh 3TH JICHBIU.

SHCKTpOHHHe JCHBI'M ITIOABUJIMCH COBCEM HCJaBHO U HMCHHO HM3-3a 3TOI'0O BO MHOI'MX
rocyaapCTBax A0 CUX IOP HE MPOIMUCAHO IIPO HUX B 3dKOHAX.

B Poccun sxe oHM YHKITMOHUPYIOT M O HUX YK€ ITPOIMCAHO B 3aKOHE, TJIe UX
pa3AemsAIoT Ha HECKOJIBKO BUJIOB - aHOHHMHBIEC U HE aHOHUMHBIE. Pa3Huna B TOM, 9TO
AQHOHHMMHBIE - 9TO T€, B KOTOPBIX pa3periaeTcsi IPOBOUTH ONEpALH 0e3 UICHTU(DHUKALIUH
MOJIb30BATEIIS, @ B HCAHOHUMHBIX MACHTH(UKAIINH TT0JIb30BATEIS SABISIETCS 00513aTEIIbHOM.

Taroke ciesyer pa3inuaTh IEKTPOHHbIE (HATHBIE AeHBIU (PaBHBI FTOCYAAPCTBEHHBIM
BAJIIOTaM) 1 3JIEKTPOHHBIC He()HATHBIE ICHBTU (HE PABHBI ITOCYJAPCTBEHHBIM BAIIFOTAM).

OcHo6Hble coembl O 0Ee30NACHOIL pa60me C 9J1ICKMPOHHbIMU denveamu:

1. [puBshxu K cyeTy MOOWIBHBIN Telle()OH. DTO CaMbIid yIOOHBIH U OBICTPHI CIIOCO0
BOCCTaHOBHUTB JIOCTYII K cueTy. [IpuBsA3aHHbIH TeneoH TOMOKET, ecin 3a0y1eb
CBOM IJIATEKHBIN MMapoJib WK 3aii/ielllb Ha CAUT ¢ HE3HAKOMOI'0 YCTPONCTBA;

2. Hcnons3yii ogHopaszoBsie mapoid. [locie nepexoa Ha yCHICHHYIO aBTOPU3AIIHIO
TeOe yke He OyJIeT yrpoxkKaTh OIMaCHOCTh KPa)ku MIIM TIepeXBara IUIATeHOTO Maposis;

3. Bribepu cnoxxubIit mapois. [IpectymHukam OyaeT He TPOCTO yralaTh CIOKHBIHA
naposs. HagexxHble mapoiam — 3TO Maposn, KOTOPBIE COAEP)KaT HEe MeHee 8 3HAKOB U
BKJIIOYAOT B c€0s1 CTPOYHBIC M IIPOITHCHBIE OYKBBI, IU(PHI 1 HECKOIBKO CHMBOJIOB,
TaKWe Kak 3HaK 10Jutapa, GyHTa, BOCKINIATEeAbHBIN 3HaK 1 T.11. Hampumep, StRONQ!;;

4. He BBOJM CBOM JIMYHbIE JaHHbIC Ha caliTax, KOTOPHIM HE JIOBEPSICIIb.
DJIEKTPOHHASI MOYTA

DNeKTpOHHas 10YTa — HTO TEXHOJIOTUS U MIPEJOCTaBIIIEMBIE €10 YCIYTH M0 NEPECHIIKE U
MOJYYESHHIO 3JIEKTPOHHBIX COOOIIECHNH, KOTOPBIE PacpeeNIIOTCS B KOMIBIOTEPHOH CETH.
OOBIYHO IIEKTPOHHBII MOYTOBBIH SAIIMK BBITISANT CICTYIOIINM 00pa3oM:
HMS_TIOTB30BATEIIA(@HUMS_JTOMEHA. Takke KpoMe Iepeiadn MPOCTOTO TEKCTa, MMEETCS
BO3MOKHOCTb TIepe/iaBaTh (aiiibl.



OcHogHble cogempl no 6€30NACHOIL padome ¢ INeKMPOHHOI ROYMOUL:

1. Hano BIOpaTh MpaBUIIGHEIN MTOYTOBEIN CEpBUC. B WHTEpHETE €CTh OTPOMHBINA BEIOOD
OeCIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYHIE JOBEPSTH TEM, KOTO 3HACIIb U KTO
[IEPBBII B PEUTHHIE;

2. He ykaspiBaii B TU9IHO# mouTe THYHYI0 HHPOopManuio. Hampumep, mydiie BHIOpaTh
«MY3bIKaJILHBIA (panat@» mim «pok2013» BMecTo «remal3»;

3. Hcnonp3yii IByXITAMHYO aBTOPU3ALINIO. DTO KOT/Ia TOMUMO MapoJisi HY)KHO BBOJUTH
KOJI, IPUChLTaeMbIil 1o SMS;

4. BpiOepu CII0KHBINH Tapostb. [J1st KayK10ro IOYTOBOIO SIIUKA JOJKEH ObITh CBOU
HaJIeKHBIH, yCTONYMBBIN K B3JIOMY [1apOJib;

5. Ecnu ecTh BO3MOKHOCTb HAllUCaTh CAMOMY CBOH JINYHBII BOIIPOC, UCIOJIB3YH 3Ty
BO3MOKHOCTB;
6. Hcnoinb3yi HECKOJIBKO MTOYTOBBIX SIIUKOB. I1epBblil 1JI 4aCTHOM NEPEIIUCKU C

azpecataMy, KOTOPBIM ThI JOBEpSICIIb. DTO AIEKTPOHHBIHN agpec He HAaJ0
UCIIOIb30BaTh IIPH PETHCTPAMU HA (popyMax M calTax;

7. He oTkpbIBaii (aiisibl U Ipyrue BIOKEHHS B MUCbMaX Ja)ke €CJIM OHHM MPUIIUINA OT
TBOUX Apy3eil. Jlyuie yTouHn y HUX, OTHPABIISUIN JIM OHHU TeOe 3TH (Daiiibl;

8.  Tlocne okoHuaHus pabOTHI HA TIOYTOBOM CEPBHCE IMEPE/T 3aKPHITHEM BKJIAJKH C
caiftom He 3a0y1b Ha)KaTh Ha «BBIATHY.

Ku6epOyJUIMHT ¥ BUPTYaIbHOE U3/1€BATEIbCTBO

KnbepOynmiHr — npecienoBanne cooOMEHUIME, COAEPKALMMHU OCKOPOJICHNS,
arpeccHio, 3aryruBaHue; XyJIUraHCTBO; COIMAIIbHOE OOMKOTHPOBAHNE C IOMOIIBIO PA3INIHBIX
MHTEPHET-CEPBUCOB.

Ocnognvie cogemul no 60pvoe ¢ KubepoOyIIuHZOM:

1. He Opocaiics B 00it. Jlydiuii crioco0: MOCOBETOBATHCS KaK ce0s1 BECTH M, €CJIH HET
TOT0, K KOMY MOHO O6paTI/ITI)C$[, TO BHa4YaJI€ YCIIOKOUTHCA. Ecau Th1 HauHENIL
0TBeYaTh OCKOPOJICHUSIMU HA OCKOPOJICHHSI, TO TOJILKO ellie OO0JIbIIe Pa30Kelllb

KOH(ITUKT;
2. VYnpasnsii cBoeli KuOeppenyraimei;
3. AHOHUMHOCTbH B ceT MHMMAs. CyIIeCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOUT 32

AHOHUMHBIM aKKayHTOM;

4., He crout BecTn XynmuraHcKuii 00pa3 BUPTYaIbHOM xuU3HH. IHTEpHET (PUKCHPYET BCE
TBOM JICUCTBUS U COXPAHSET UX. Y AaUTh X OyJeT KpaliHe 3aTpYyIHUTEIHHO;

5. Cobmoali cBOW BUPTYaIbHYIO YECTh CMOJIOY;

6. Wrnopupyit ennanaabiii HeratuB. OTHOPa30Bble OCKOPOUTEIBHBIE COOOIIEHHSI
JydIe urHopupoBath. OOBIYHO arpeccus MpeKpamacTcs Ha Ha4aibHOM CTaInu;

7. Ban arpeccopa. B mporpaMMax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COITUATTBHBIX
CETSIX €CTh BO3MOXHOCTh OJIOKMPOBKH OTIIPABKU COOOIICHUH C OTIPEIEeICHHBIX
aJIpecos;



8. Ecum 161 cBUaETENb KNOEPOyIUMHra. TBOM JEHCTBHS: BBICTYIIUTH NPOTUB
IpecieoBaTels, oKa3aTb eMy, UTO €ro AeHCTBUS OLIEHUBAIOTCS HETaTHUBHO,
MOJJIEPIKATh KEPTBY, KOTOPOI HY)KHA IICUX0JIOTUYECKast TOMOIIb, COOOIIUTh
B3POCIIBIM O (paKTe arpecCHBHOTO TIOBEICHNUS B CETH.

MoOuibHbIi Teedon

CoBpeMeHHbBIE cMapT(HOHBI U TUIAHIIETHI COIepKaT B cebe BIIOTHE B3POCIBIi
(YHKIMOHAN, M TEIepb OHU MOT'YT KOHKYPHUPOBATh CO CTAlIMOHAPHBIMH KOMITBIOTEPAMH.
OHaKoO, CPEJICTB 3aLUTHI IS TOJJOOHBIX YCTPOWCTB MOKa OYeHb Mao. TecTupoBaHue U MOUCK
YSI3BUMOCTEH B HUX IPOUCXOJIUT HE TaK MHTEHCUBHO, Kak Juisi I1K, To sxe camoe kacaercs u
MOOWIIbHBIX PHIIOKCHHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl yKe MPAKTHUECKN TOTHAIN HACTOIBHBIC aHAJIOTH,
OJTHAKO paclIupeHne (yHKIMOHANIA BlIeUeT 3a cO00H OOJBIIYIO CI0KHOCTh U MEHBIIYIO
3aIIUIIEHHOCTb.

Jlanmexo He Bce IPOM3BOIUTEIH BEIITYCKAIOT OOHOBIICHSI, 3aKPBIBAIOIINE KPUTHICCKUE
YSA3BUMOCTH JJIsl CBOMX YCTPOMCTB.

OcHogHble cogempl 011 0€30NACHOCHU MOOUILHOZ0 menehona:

1. Huuero He sBIsIeTCs MO-HAaCTOALIEMY OecIIaTHBIM. Byib 0OCTOpOXKEH, Belb KOraa
Tebe TpeaTaraloT OeCIIaTHBII KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO
IUIATHBIE YCIIYTH;

2. Jymaii, npexxae uem otrnpaButb SMS, ¢poTo uian Buneo. Thl TOUHO 3HACIIB, I'/Ie OHU
OyayT B KOHEYHOM HTOTrE?

3. Heo0xonnmo 0OHOBISTH OTIEPAIIMOHHYIO CHCTEMY TBOETO cMapT(hOHa;
4. Vcnonp3yit aHTUBUPYCHBIE TPOTPaMMBI JUII MOOMIBHBIX TeNIe(hOHOB;
5. He 3arpysxaii npujIo)KeHUs] OT HEU3BECTHOI'O UCTOYHUKA, BE/[b OHU MOTYT CO/IEPKATh

BPEAOHOCHOC IMPOTrPpaMMHOC O6€CH€‘ICHI/IC;

6. ITocne Toro Kak THI BRIHACIIB C caifTa, I/ie BBOIWI JIUYHYIO HH(OpPMAIHIO, 3ali1 B
HacTpoiiku Opay3epa u yxaiu COOKies;

7. Tlepuonmdecky MpoBepsii KaKkue IUIATHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEDE;

8. Jlamaii cBOif HOMEp MOOMIILHOTO TeliepOHa TOJIBKO JIIO/ISIM, KOTOPBIX ThI 3HACIIb 1
KOMY JIOBEpsICIIb;

9. Bluetooth nomken ObITh BBIKITIOUEH, KOT/IAa Thl UM HE M0JIb3yelibes. He 3a0biBait
WHOT'IA TIPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOUHBIE, 3aXBATHIBAIOIINE PA3BICUCHHUS,
00BEeTMHSIONINE COTHU THICSY YEJIOBEK MO BCeMy MHpPY. ITpOKH HCCIeayIoT JaHHBIH UM MUD,
00IIat0TCS IPYT € APYTOM, BBITIOIHAIOT 33aHUS, CPAXKAIOTCS ¢ MOHCTPAMH U TTOJIYYaIOT OMBIT.
3a y/I0BOJIGCTBHE OHM IUIATSAT: MOKYMAIOT IUCK, OIUIAYMBAIOT a0OHEMEHT MM IPHOOPETAIOT
KAaKHE-TO OILUU.



Bcee aTH cpezcTBa uayT Ha MOAJCPIKAHUE M PA3BUTHE UIPHI, @ TAKXKE Ha camy
0€3011aCHOCTh: COBEPILICHCTBYIOTCS CHCTEMBI aBTOPH3ALINH, BBIITYCKAIOTCSl HOBBIC IIATYH
(1 poBEIe 3aMIaTKA IS IIPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1o00HBIX Urpax CTOUT ONacaThCsl HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPaXH
TBOETO MapoJisi, HA KOTOPOM OCHOBAHA CHCTEMa aBTOPU3ALNH OONBIINHCTBA UTP.

OcHo6Hble co6embl NO OE30NACHOCU ME0E20 uz2poe602o akkaynma:

1. Ecmu mpyroit urpok BeneT ceds IIIoXo WK co3IaeT Tebe HeMPUATHOCTH, 3a0IOKUPYH
€ro B CIIUCKE UTPOKOB;

2. Homanyﬁcsl AIMHUHUCTPATOPAM UI'PBI Ha IJIOXOC MOBEACHUEC 3TOI0 UTPOKa,
JKEIIaTCIbHO MPUIIOKUTH KaKHUE-TO JOKA3aTECIBCTBA B BUAC CKPUHOB,

3. He yxa3zpiBaii mnaayto mHGOpMAIHIO B TIpodaiiie Hrpsr;
4. YBaxall Ipyrux y4acTHUKOB IO UTPE;
5. He ycranaBiuBaii HeoHUIMATIbHBIC TATYH U MO/IBI;
6. Vcrionb3yii clI0KHBIC U pa3HbIE MTApOJIH;
7. Jlaxxe BO BpeMsI UIPbI HE CTOUT OTKJIOYATh aHTUBUPYC. [Ioka Thl urpaenib, TBOI

KOMIIBIOTEP MOT'YT 3apa3UTh.
DOUIIHHT WIH Kpaxa JUYHBIX JTaHHBbIX

OObIYHOM Kpaxceﬁ JACHET U JOKYMCHTOB CEroJiHs y>K€ HUKOT'O HE YIUBUIIb, HO C
Ppa3BUTHEM I/IHTepHeT'TeXHOHOFI/Iﬁ 3JIOYMBIINIJICHHUKH NIEPEMECTHUIINCh B UHTCPHET, U
IMPOJAOJDKAOT 3aHUMATHCA «TIOOUMBIMY JCIIOM.

Tak mosiBUIIACH HOBasl yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DHUIIUHT, [JIaBHAS [[EJb
KOTOPOT'O COCTOMT B MOJIYYCHUH KOH(PUICHIIMAIBHBIX TaHHBIX MOJI30BATENEH — JIOTHHOB 1
napoueii. Ha anrmmiickom si3bike phishing auraercs kak ¢unmar (ot fishing — peibnast o,
password — mapoin).

OcHognble cogemul no 6opvoe ¢ puuwiunzom:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Tl 0103peBaciiib, 4TO TBOS aHKeTa OblIa
B3JIOMaHa, TO He0OXOIUMO 3a0JI0OKUPOBATh €€ M COOOIIUTh aJIMHHUCTPATOPAM
pecypca 06 3TOM Kak MOKHO CKOpee;

2. Vcnone3yit 6e3omacHbIe BEO-CANTHI, B TOM YHCIIE, HHTEPHET-Mara3nHoB 1
MOUCKOBBIX CUCTEM;

3. Vcnonp3yii croXHBIE W pa3HbIe Mapoyu. Takum 06pa3oM, eciii Teds B3TOMAIOT, TO
3JI0OYMBIIIICHHUKA TOJIYYaT JOCTYI TOJIBKO K OJTHOMY TBOEMY NMPO(MHUITIO B CETH, a HE
KO BCEM;

4, Ecnu Te6st B3moManu, To He00X0IUMO TIPEAYIPEANT BCEX CBOMX 3HAKOMBIX,

KOTOpBIE€ T0OABJICHBI y TE€OS B IPY3bsiX, O TOM, YTO TEOSI B3JIOMaJIH U, BO3MOXKHO, OT
TBOETO UMCHH OY/IET pAaCChUIATHCS CIIaM U CCBUIKH Ha (DUIITMHTOBBIC CAMTHI,

5. VYcranosu HanexHbii naposb (PIN) Ha MOGHIBHBIN TenedOH;



6. OTKIIIOYM cOXpaHEeHHe MapoJis B Opaysepe;

7. He oTkprIBaif haitnber u ApyTrHe BIOKESHUS B MIAChMaX Aa)Ke €CIIM OHU MPHUIILTH OT
TBOUX JApy3eil. Jlydiie yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (ailibl.

Hudposas penyranus

udposas pernyranus - 3To HeraTUBHAas WM MO3UTUBHASI MH(POPMAIHs B CETH O Teoe.
Kommpomernpyromas nHbopManys pa3MenieHHas B HHTEPHETE MOXKET CEPbe3HBIM 00pazoM
OTpa3uThCs Ha TBOCH peanbHOM xm3HH. «L{ndpoBas pemyranus» - 3TO TBOI UMUK, KOTOPHIi
(hopmupyercst n3 uHGopMaLUK 0 TeOC B MHTEPHETE.

TBoe mecTo JKUTCIIbCTBA, yqe6m, TBOC q)HHaHCOBOC IIOJIOKCHUEC, 0COOEHHOCTH XapaKkTepa
1 pacCKasel O OJNIM3KHX - BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue oApOCTKHU JISTKOMBICJICHHO OTHOCSTCS K MyOJUKAIMK JIMIHON HH(POPMAIIUA B
WNHurepHere, He MOHUMAas BO3MOKHBIX MOCAEACTBUN. ThI 1ake HE CMOXKEIllb 10ralaTbCsl O TOM,
4yTO (oTorpadus, pa3MeIIeHHAs 5 JeT Ha3al, cTala IPUINHON 0TKa3a MPUHATH TeOs Ha paboTy.

KommMmenTapuu, pazmenienue TBoux QGotorpaduii u 1pyrue AeHCTBUS MOT'YT HE
HCUYC3HYTH JaXKe IMOCJIC TOro, Kak Thl UX YJAaJIUIIb. Tre1 HE 3Hacllb, KTO COXpaHUJ 3Ty
uH(GOPMALHIO, TTOTIAJIA JIX OHA B IIOMCKOBBIC CHCTEMBI U COXPAHUIACH JIM OHA, a [JIaBHOE: YTO
MOAYMAIOT O TeOe OKpYy’Karollee JII0HM, KOTOpble HalaAYyT ¥ yBUIAT 3T0. Halitn nHpopmaruio
MHOT'0 JIET CIIYCTSI CMOJKET JIF0OOH - Kak U3 JOOPBIX MOOYKICHUI, TaK U ¢ HAMEPEHUEM
NPUYUHHUTB BPeJl. ITO MOXKET OBITh KTO YT'OJIHO.

Ocnognvie cosemul no 3aujume yuPposoii penymayuu:

1. Tlomymaii, mpex/je 4eM 4TO-TO IMyOJIMKOBATh U MepeaaBaTh y ceds B 6yore Uin B
COIMAILHOMN CeTH;

2. B HacTpoiikax npouiisi yCTaHOBU OrpaHUUYEHHUS HA IPOCMOTP TBOETO MPOQHIISL U €ro
COZICPIKUMOTO, CICJIAl €r0 TOJBKO «IJIsl APY3CiD»;

3. He pasmemiaii u He yka3biBail MH(POPMAITHIO, KOTOPast MOKET KOTO-JINO00 OCKOPOIISATH
HAJIN O0MKATh.

ABTOpCKOE NMPaBo

CoBpEeMEHHBIC IIIKOJbHUKK- aKTUBHBIC MT0JIb30BATEIH HU(PPOBOTO MPOCTPAHCTRA.
OJ1HAKO JIAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTHMHU BO3MOXKHOCTSIMH IIH()POBOrO MUPa
TpeOyeT coO0IeHuUs TIPaB Ha UHTEIJIEKTYalbHYI0 COOCTBEHHOCTD.

TepMuH «MHTENIEKTyaIbHAsi COOCTBEHHOCTBY OTHOCHUTCS K PA3IMYHBIM TBOPEHUSIM
YEeJIOBEYECKOr0 yMa, HAUMHAS C HOBBIX N300pEeTEeHNH 1 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh
Ha MPOJYKTHI M YCIYTH , ¥ 3aKaHUUBast KHUraMu, pororpadusiMu, KNHOGHIbMaMH 1
MY3bIKaJIbHBIMHU ITPOU3BECHUSMH.

ABTOpCKHE ITpaBa - 3TO IpaBa Ha HHTEJUIEKTYJIbHYIO COOCTBEHHOCTh Ha IIPOU3BE/ICHHS
HayKH, JINTEPATYypPbl XU UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYNAIOT B KAYECTBE TaPAHTUH TOTO, UTO
MHTEJUICKTYaIbHBIN/TBOPUYECKHUNA TPy aBTOPA He OyeT HAPaCHBIM, JaCT €My CIIPABEINBEIC
BO3MOYKHOCTH 3apaboTaTh HA PE3yIbTaTaX CBOETO TPY/A, MOJIYYUTh N3BECTHOCTH U IPU3HAHHE.
Huxkro 6e3 pa3pemnienns aBTopa He MOKET BOCTIPOU3BOANTE €T0 MPOU3BEACHUE, PACTIPOCTPAHSTH,
MyOINYHO IEMOHCTPUPOBATH, IPOIAaBaTh, HIMIIOPTHPOBATH, ITyCKaTh B MPOKAT, MyOINIHO
UCIIOJIHATH, MOKA3bIBATH/UCIIONIHSATD B 3(hupe min pazmemars B MiHrepHere.

Vcnonp30BaHne «IHPATCKOTO» MPOTPAMMHOTO 00ECTICYCHHS MOXKET MPUBECTH K MHOTHM
pHUCKaM: OT IOTEPHU JAaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOICTBA, TIC



YCTaHOBJICHHBIH He JierajibHas mporpamMma. He cTout Takxke 3a0bIBaTh, 4TO CYILECTBYET
JieranbHbIC ¥ OSCIIATHBIC IPOTPAMMBI, KOTOPHIE MOKHO HATH B CETH.

O nopraJe

CereBHYOK.p( - TBOH TITaBHBIA COBETYHK B CETH. 3716Ch THI MOXKEIIb Y3HATH O
0€30I1aCHOCTH B CETH ITOHATHBIM U JJOCTYITHBIM S3bIKOM, a IIPH BOSHUKHOBEHUH KPUTHYECKON
CHTyalluH OOpPaTHTBCA 38 COBETOM. A TaK)Ke NPHUHATH y4aCcTHE B KOHKYPCaX U CTaTh CAMBIM
U (POBBIM rpaKIAHUHOM !

Previous

I[IOPTAJI TOCYJIAPCTBEHHbBIX U MYHULIMITAJIbHBIX YCJIYT YEYEHCKOU PECITYBJIMKA
OBPA3OBATEJIbHBIN [IOPTAJI YEYUEHCKOM PECITYBJIUKU

Meuers "Cepaue Yeunn"

HAPOJIHA S JOCKA OBbSIBJIEHUM

ITopran rocynapcTBeHHBIX yeayr Poccutickor Deiepauuu

HPE3UJIEHT POCCUMCKOWN ®EJEPAIIN

[IPABUTEJBLCTBO POCCUNCKOUN ®EJEPALIUN

OTKPLBITOE ITPABUTEJILCTBO

MuHHnCTEPCTBO IPOCBENICHUS

MunucTepcTBO HAVKU U BhIcLIero oopaszosanus PO

DEJIEPAJIBHAS CJIIYXFBA 11O HAJZI3OPY B COEPE OBPA3OBAHMA 1 HAYKHU

BLICIIIAS ATTECTAIIMOHHA S KOMUCCHS npu Munucreperse 00pa3oBaHus ¥ HAYKU PoccHuiickoi
denepanuu

DEJIEPAJIBHOE ATEHTCTBO I1O JEJIAM MOJIOJEXHU

®EJIEPAJIBHBIN TIOPTAJI POCCUMCKOE OBPA30BAHUE

EJVMHAS KOJUIEKIA ITMPPOBBLIX OBPA3OBATEJIBHEIX PECYPCOB

®DenepanabHble TOCYIaPCTBEHHBIC 00Pa30BaTEIbHBIC CTAHIAPTHI

TIOPTAJI ®EJIEPAJIbHBIX TOCYJAPCTBEHHBIX OGPA30OBATEJILHBIX CTAHJIAPTOB
OPULIMAJILHBIN UHO®OPMAILIMOHHBIN IIOPTAJI EJJMHOI'O TOCYJIAPCTBEHHOI'O DK3AMEHA
®EJIEPAJIBHBIN [IEHTP UHO®OPMALIMOHHO-OBPA30OBATEJILHBIX PECYPCOB

KOMMUTET ITPABUTEJIbCTBA YEYEHCKOM PECITYBJIUKHU 11O JOUIKOJbHOMY
OBPA30OBAHUIO

MUHHUCTEPCTBO OBPA30OBAHMA 1 HAYKHW YP

I[IOPTAJI TOCYJIAPCTBEHHBIX 1 MYHULIMITIAJIBHBIX YCIIYT YEHEHCKOM PECITVBJIMKU
OBPA3OBATEJIbHBIN [TOPTAJI YEUEHCKOW PECITYBJIUKU

MeueTts "Cepane Yeunn"

HAPOJIHAS IOCKA OBBSIBJIEHUIM

ITopran rocynapcTBeHHBIX yeayr Poccuiickor Denepauuu

HPE3UJIEHT POCCUMCKOM ®EJEPAITAN

[MPABUTEJILCTBO POCCUMCKOU ®EJAEPALINU

OTKPLBITOE ITPABUTEJILCTBO

MUHHCTEPCTBO NPOCBEIICHUS

MunucTepcTBO HayKU U BEICHIET0 oOpa3zoBanus PO

DEJIEPAJIBHAS CJIYVXBA ITO HAJZI3OPY B COEPE OBPA3OBAHMA 1 HAYVKHU

BBICIHAA ATTECTAILIMOHHA S KOMUCCH S npu Munncrepctse 00pa3oBanus 1 HaykKu Poccuiickoit
®Denepanuu

DEJIEPAJIBHOE ATEHTCTBO IT1O JIEJIAM MOJIOJEXHU

®EJIEPAJILHBIN TIOPTAJI POCCUMCKOE OBPASOBAHUE

EJVMHA S KOJUIEKIMA ITMPPOBBIX OBPA3OBATEJIbHEIX PECYPCOB

®denepanpHble TOCYIaPCTBEHHEIE 00pa30BaTEIbHBIE CTAHIAPTEI

TIOPTAJI ®EJJEPAJIBHBIX TOCYJAPCTBEHHBIX OGPA3OBATEJBHBIX CTAHJIAPTOB
OPUILMAJILHBIN UHO®OPMAILIMOHHBIN IIOPTAJI EJJMHOI'O TOCYJIAPCTBEHHOI'O DK3AMEHA
®EJIEPAJIBHBIN IIEHTP UHOOPMALIMOHHO-OBPA3OBATEJILHBIX PECYPCOB

KOMMUTET [MIPABUTEJLCTBA YEYUEHCKOU PECITYBJIMKU 1O JIOILKOJILHOMY
OBPA30OBAHUIO
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MUHUCTEPCTBO OBPA3OBAHUA 1 HAYKH YP

ITIOPTAJI FOCYI[APC:["BEHHLIX )41 MYHI/IHI/LHAJ'H:HI:IX VCJIYT YEYEHCKOW PECITVBJIMKU
OBPA30OBATEJILHBIN TTOPTAJI YEHEHCKOMU PECITYBJIMKHU
Meuets "Cepane Yeunn"
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